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Abstract

SSL stripping attack was one of the most notorious techniques to hack HTTPS websites. So, HTTP Strict
Transport Security (HSTS) mechanism had been proposed and deployed to subdue the attack. However, a
few recent studies have shown that the old SSL stripping attack could be deployed to effectively attack
several on-line banking and e-commerce web sites again even with HSTS configuration. Hence, this paper
investigates and analyzes reasons behind the malfunction of HSTS and the return of SSL stripping attacks.
To analyze the problem, testbed experiments on 11 Thai online banking, 4 e-commerce websites and 2
volunteer websites, an analysis of HTTP response headers and hacker’s scripts are done. The cause of

problems has finally been analyzed and the solutions are suggested.
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psvaounslauflienatosiuld szuu ISAN-HTTPS
Enforcer [8] \{u JavaScript APl dwiusiuidsniiesiiie
tafunsioansvidu HTTPS fiils Client Tnetadlousld
fidt https/ Wrlies Faanunsatestunislauficne
SSL Stripping Attack I usiana1wide [9] wuin dagn
Taufldsen1susu Python Script 989 SSL Stripping

Attack wieUan JavaScript Tag ‘Ua&iwuf]mﬁu‘ﬁaaﬂiﬁ
Wags¥UU Click2Enforce [10] WUy Extension w84
Google Chrome ﬁiﬁmﬁﬁm Domain Name ##a3n13
adlu List wedsduld HTTPS Tunisdeasluniends
Lwﬁgﬁﬁmmﬁammﬁmﬁamﬂ;ﬂ%ﬂmmmﬁuﬂjwﬁ%
Guldlalaerily femndldnuiiamss Teguds Adou
Funaiddnuninguadenves HTTPS léies daifu
SSL Stripping Attack fgeulalldaymiunguildfanann

thtunalnigniauslildlumsiiesiu SsL Stripping
Attack fio naln HSTS (HTTP Strict Transport Security)
[11] LLastaLwaﬁﬂummiﬂwuaa IETF aaeonas RFC
6797 @analn HSTS vhwthifunalndiuasuvadin
slueoa HTTPS Mlalwiuidsnnes “Usdu” TSy
wiriwesdouserinu HTTPS winiu wifldasliszyi
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§91M3 1) ATIEOULAEAATIZR HTTP Response Header
veuSuladiihumnaassindinssennaln HSTS waelsl
981415 2) nT19EOULAYALATIE HSTS Preload List Lay
3) A3IvERULAL AT 129 Hacker Scripts Aldlunislayd

3. NAN1IINAADN
3.1 HAN1SASIVFBUNISAAINALA HSTS
NMSATIVEBUNNTHIAINALN HSTS vaasTuludnilaly

W paitvnews.com v Response Headers  view source

[= Keep-Alive
[=——]

F
A

————
Content-Encoding: gzip

Content-Length: 4347

Content-Type: text/html

Date: Tue, 82 Feb 2021 17:59:35 GMT
Keep-Alive: timeout=2, max=99
Server: apache/2

Strict-Transport-Security: max-age=31536008; includeSubDomains

; preload I

Vary: Accept-Encoding, User-Agent

X-Powered-By: PHP/7.2.31

5UT 2 foe19 HSTS Config. u HTTP Header

manaaeeis 17 Kuled @aansavirlalaens Request
Aulednnuiuiusies a1ntiu Inspect Network wen
Laaﬂgﬁayja Response Headers Aagwu HSTS Header

AINARIFUN 2

AN519% 1 Han1sFaen HSTS vasdusuiasiulng

vaulad* HoTS
Header Max-Age Preload
A Yes 31536000 No
B Yes 31536000 Yes
C Yes 31536000 No
D Yes 31536000 No
E Yes 16070400 No
F Yes 15552000 No
G Yes No No
H laiwu HSTS config. No
[ laiwu HSTS config. No
J lalwu HSTS config. No
K laiwu HSTS config. No

* [DEIUTDTUIANT IO NETYDLNUTDUBIEUIANS

QUsEAYBINIIATINABUA HTTP Header tifto
piiiulasimhenuvessgiosnsliiinm fasums
ooulatl was E-Commerce nsisdn HSTS iladeaiy
mslaividels uasdermnzauvtelal

mﬂmmﬁ 19n@N HTTP Header wud 11 Guled
gassumseauladlulnefiveaou il ¢ BSu filu Header
Taiwunnsiedn HSTS arazvinlalau SSL Stripping
Attack 8laedne wWiulddnta 4 sunans Tulnglising
Usuuzsnalnmstlestilaufinuanasgudusiu dasn 3
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Sustnasiinsiern HSTS usien Max Age Configuration
Tz (Adiuuzilag Goosle fio 31536000 3unfl
Bl [16]) Ferhavlauloudld uavilidlos 1 sunans #
wislouagisdn HSTS Wuwuy Preload (uazwwnnzay
fian Feazlduanwmasiely)

AN51971 2 WAaN15FaAT HSTS vaaiu E-Commerce

- . HSTS
ulad*
Header Max-Age Preload
L Yes ar474747 Yes
M Yes 31536000 No
N Yes 31536000 No
@) Yes 31536000 No

* | fi9@9Iule E-commerce Websites 39l48nwseauwnu

91915797 2 MINQIN HTTP Header wuin 4
E-Commerce Web Sites Sin1siaen HSTS 13 4 15U uay
fien Max-Age Tiianzau Tnefiiiies 1 3u fe L e
HSTS Wuluy Preload (fhagimnzaniian)

AN51971 3 WAN15FaAT HSTS vaaiuiotalmaasu

< ‘ HSTS
vules
Header | Max-Age Preload
isanmsu.com laiwu HSTS config. No
paitvnews.com Yes | 31536000 Yes

PNANTNT 3 ¥NRIN HTTP Header Tu2 v
fionanlsimageunudn isanmsu.com Tu Response
Header laifinssann HSTS config Wag1i1awgn SSL Strip
Attack lf @ paitvnews.com wufinnsdarn HSTS 1
WUY Preload (fivhazivanzauiige) wazlsithazgn SSL
Strip Attack 16 Iu%gumauﬁmﬁmiwﬁluﬁmé’u%@
wisloudn isanmsu.com lilsfunsUasaste us paitvnews.
com sfunsaende 33 2 uenanaitasi \udaiiuile
AUTATe Lﬁ@ﬁ]%lﬁﬁ’liﬂémﬁLﬂi’]%ﬁiﬂ«!‘ﬂzuﬁ@uﬁi@‘lﬂ
F1n1381uA Response Header lalldi8n1s3asnzsidi
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I.ugln e;? : Server
|
| —_—— =
& Usermname : Alice
—— Password ; 123456
Wictim

Attacker

g‘dﬁ 3 sULuUNslanAnAIY SSL Stripping Attack

M. HTTFS is enforced by SSL/TLS

U@ bipsy/paitnews.com

% amiFnginsimivheiiiiad

4 2
scure | paitvnesacom)/sdmin/loginphg | HTTPS Downgrade To HTTH
I &  Paradet I
I o | [— |

3UN 4 fegramanis Strip uag Sniff
gnesaNysel @saglanansely)

3.2 Han15Nnaaslanfnag SSL Stripping Attack
Wielimsuinnislaufidhe SSL Stripping Attack
Aonguiieg1nIulys W 17 B Snandueensls iuly
ANUAMUAINNTINGI1UAT HSTS Response Header
w3elal Faldvinisveaes Strip wagdAndudoua (Sniff)
Tuni Login Lﬁaﬁu%a;ﬂ%’uazﬁﬁamﬂm&Jﬁi”laaqmi
Taufuu Test-bed LLamﬁfquﬁ 3 LazAIRE WA laua
Wsveadulesd paitvnews.com uanssagui 4
Tumsvraedlaliiniecdiolaufindecu fo SsL
Strip Script Saufures Marlinspike %39 Ettercap Wag
Bettercap Script il Hacker finsiweunslugas
Ustan A 2019 HaUTIngivsassansURladns
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A15197 4 wanistaudivladsunaisesuladlulne

Sl HSTS SSL Strip Attack

Max-Age | Preload | SSL Strip Sniff
A 31536000 No v v
B 31536000 Yes x x
C 31536000 No v v
D 31536000 No v v
E 16070400 No v x
F 15552000 No v v
G Yes No v v
H lalwu HSTS config. v v
[ laiwu HSTS config. v v
J laiwu HSTS config. v v
K lawu HSTS config. v v

* [fipaaIuTesuIns A9lonusdaunuTeuesuIAng

9neINT 4 iuiilidies 1 swiens Aineen
HSTS WJuwuu Preload #ildlau SSL Strip virlilal
anunsa Sniff Teyald wazdl 10 Tu 11 suAng fivih
Viulau SSL Stripping Attack Uam HTTPS Tiu HTTP
18 Tnelu 10 sw1Ans fign Strip 16 9 sunans fign
sniff saruldlnede duogauanduguil 5 Vs
1 5u1Ans Twsitesiiu SSL Strip Attack lalls usaannis
MF29@0UNUI Snalnn1s Hash Password viluiuglay
o sniff Ald§nsianufessls

A15799 5 wan1staudiuled E-Commerce

- . HSTS SSL Strip Attack
Vulad*
Max-Age | Preload | SSL Strip Sniff
L arararar Yes X x
M 31536000 No v v
N 31536000 No v v
O 31536000 No v v

* iU E-commerce Websites 39l48nwsedaunu

- o o & & 1

91N913°97 5 @5 E-Commerce 9g4iuIn
3 Tu 4 v wilinnsdadn HSTS config MeA1 Maxage
fvinzaudonan HTTP Response Header usifilau

File Data: o8 bytes

WL Form URL Encoded: applicationsx-wew-Torm-urlencoded
Form item: "tokenld™ = "H883115480

Suieriame™ 5 “Uier 018"

Form item: “password 1T

Form 1tem: L

Fors item: "locale™ = “th™

Form item: “custType™ = ==

Form item: “app™ = “@9°

3Ufl 5 wanslauf SSL Strip wag Sniff

SSL Strip Yam HTTPS Tidu HTTP 16 wazgn Sniff
swariuldlaedre fifies E-commerce Web L ifinns
(f?wh HSTS Configuration Juwuu Preload iliilau
Strip Jsvhlalaaunsa Sniff swarule

= a o
M1919N 6 Naﬂ’]ﬁIR]NWL’JU@’]ﬂWﬁNﬂﬁ

HSTS SSL Strip Attack
3 g
vuled SSL | Dat
Max-Age | Preload K a'a
Strip Sniff
paitvnews.com | 31536000 Yes v x
isanmsu.com | ladwu HSTS config. x X

NM5T 6 uansmanislaufinelivenanaias
2 v lenadnshe paitvnews.com ﬁLﬁanﬂ HTTP
Response Header wileuaziinisdern HSTS wuu
Preload 13 @nnazliianunsa Strip 16 winduanunsa Strip
HTTPS LB HTTP I wiivudanlafelumemsetn
f® isanmsu.com %dtﬁaamﬂ HTTP Response Header
wileuliifinnsiedn HSTS aendulaianunse Strip way
sniff 18 Feagldtinsreflunisnsareaeutusioly

fiundunadnesnsfe paitvnews.com ufllau Strip
19 wafin1sugvarsvanulisnewmada Salted-Hash
Password (SHP) vlvinanas Sniff lienalariswariuly
TaUsglovila L.Lamé’ﬂugﬂﬁ 6 Fauniloutusiu Online
Banking vassuimsuimislulveiivandlilunnsiei 4
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Destination
43.229.79.108 HTTP

No. Time Source
629 6.840365664 10.0.3.7

Protocol Length Info
640 POST
631 6.846865302 PcsCompu_99:a2:ef  Broadcast ARP 42 who |
Accept -Language: en-US,en;q=8.9\r\n
v Cookie: PHPSESSID=csru6tt2etr8c79jlvghhpBh6g\rin
\r\n

[Full request URI:IhtlE.//Eanvnews.cum/ﬁdmn.’checklugm.EhD I

HTTP request 1/2]

[Response in frame: 690]
[Next_request in frame: 716]
ile Data: 54 bytes

- HTML Form UR gd

+ Form item: [

+ Form item: |"p

~uu-form-ur lencoded

g‘l.J‘ﬁ 6 Salted-Hash Password

FadorJuwumadesiuna Tunsallnslnaea HTTPS
YR oV vy v & A
wian swanungilasunislesiugui 2

A13797 7 agunanislanfingusiegiena 17 1y

SSL Strip Attack
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Security Report Summary
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