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Abstract

In Thailand, there have not been standard processes or techniques of evaluating and assessing security
risk for hospital information system. The researcher has studied and applied a practice and universal standard
of security risk assessment in information system by using vulnerability scanning and penetration testing
technique for evaluating risk level. This leads to a step of defining a suitable model of security risk assessment
in the context of hospital information system. By using the proposed model and technique to assess security
risk, it is found that the risk level is a direct variation to a business impact factor that is determined by a hospital

in order to reflect an environment of information system.
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881971 1 APP SERVER (Hospital A)
a) TLYILAUHANTZNUNITINIMNAITIN 4

Business Impact Factor

Financial damage (Fd) = S|Significant effect on

annual profit|7

Reputation damage (Rd) = G|Loss of goodwill|5

4.1 uan1 sl i na 1T wING

laglglueaniwuaiinamsdssinlaoiaians

NRANNAIIIIN 9 ez 10

A19191 9 G28819NANITUITAUIZAUNANTENUGA

JEUURNIRULNA Hospital A

Non-compliance (Nc¢) = M|Minor violation |2 Asset Vulnerability |Lx1| Risk ]1:1 ; Risk+
Privacy violation (Pv) =T|Thousands of people |7 C -
ross Site .
N a A Intranet L. 3x1| Med |3x2]| High
b) AMWIHHANIENUNINTINIATUTNNIIN (6) Scripting (Form)
. Cross Site .
BI = AVERAGE (Fd[S], RA[G], Np[M], Pv[T]) | Website | (EH .S ) |3 1| Med |32/ High
B Bl = AVERAGE (7, 5, 2, 7) =5.25 LIS E)S(]l;irc}:,enlﬁcate 3x1| Med |3x2 ngh
o o a . A
AINWITAVNANIZNY (BI Rating) Aia 5.25 Terminal Services
Encryption Level
. 5 PACS is not FIPS-140 2x1| Low |2x2]| Med
M1919N 8 WAaNIIUILLAWILAUNANIZNUA 8 TSUY Compliant
fIFwLNe Hospital B APP SERVER iﬁﬁfﬁ“‘“g 3% 1| Med |3 x2| High
Symantec Backup
Asset/ BI .
Systems Fd 1 Rd 1 Ne | PV I pating DB SERVER f/}‘lf;li‘l’; Windows| 3, 3| Critical | 3 x 3 |Critical
PACS 7 5 7 7 6.5 Vulnerabilities
LIS 3 5 7 7 5.5
HIS-APP 1 5 7 7 5 = o f a % .
M990 9 A0 INANITUTLLUWIZAUNANIENUG B
HIS-DB 1 5 7 7 5
WEBSITE ) ) 7 7 4 JEUURIIRULNA Hospital A (618)
Asset Vulnerability CVSS L I BI | NI
Cross Site CVSS2#AV:N/
) Intranet | Scripting AC:M/Au:N/  |7.73]2.574| 3.5 3.04
@208197 2 PACS (Hospital B) (Form) C:N/LP/AN
o ~ A Cross Site CVSS2#AV:N/
a) WHIAUANINITZNUNNDINIATNATIINN 4 Website | Scripting AC:M/AwN/  |7.73|2.574 |4.75(3.66
. (URL) C:N/I:P/A:N
Business Impact Factor
. . SSL Certificate | S Voo2AV:N/
Financial damage (Fd) = S|Significant effect on | LIS Expiry ACL/AWN/ | 9 12.57413.75/3.16
C:N/I:P/A:N
annual profit|7 Terminal
Reputation damage (Rd) = L| Loss of goodwill |5 gircvrlyc;;on CVSS2HAV:N/
) ] o PACS ; AC:H/AuN/  [4.44|2.574[3.753.16
Non-compliance (Nc¢)=H|High profile violation |7 ]F“Ieljgl ;Z(‘)"Ot C:P/I:N/A:N
Privacy violation (Pv) =T|Thousands of people |7 Compliant
. A o o CVSS24AV:N/
b) AWIBHANITENUNWTINIANENNTTN (6) APP | SMB Signing | o 0T o | 574 |5 250301
. SERVER | Required A R R i
BI = AVERAGE (Fd[S], Rd[G], Np[H], Pv[T]) CNEP/AN
Symantec .
Bl =AVERAGE (7,5,7,7)=6.5 DB Backup Exee for | (YO AN L
v & o 5 . A SERVER | Windows Multi | (.~ C/‘x e =
MBBITAUNANTENU (BI Rating) Ad 6.5 Vulnerabilitie AL
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§188197 3 Intranet (Hospital A) 2¢n
CVSS2#AVN/AC:M/Au:N/C:N/I:P/A:N
a) AWIUAINANIZNY (Imp) OINFNAT (1)
Imp = 10.41%(1-(1-C[N])*(1-I[P])*(1-A[N]))
Imp = 10.41*(1-(1-0)*(1-0.275)*(1-0)) = 2.86
b) fwrmuenlana (Lik) :nauns (2)
Lik = 20*AV[N]*AC[M]*Au[N]
Lik =20*1*0.61*0.704 = 8.59
¢) YiuAwansznuluad (NImp) awauns (3)
NImp = Norm(Lik) = 9*(X,)/X,
NImp =9%2.86/10 =2.574
@T@ﬁ?umﬂ:l,l,uuwaﬂ‘imu (Impact) 1 fn2.574

d) Ysudrlamalunad (NLik) aagunms (4)

NLik = Norm(Lik) = 9*(X,)/X,

NLik = 9*8.59/10="7.73
FITHAN A LUHHAN TN (Likelihood) L @8 7.73

e) ﬁwmwaﬂi:wumaqsﬁa (BI) NN 7

BI=3.5

f) snwrdnansznulud (NI) aUENNNIT (7)

NI = Average (I, BI)

NI = Average (2.574, 3.5) = 3.04
FaruAnazuuunansznulval NI da 3.04

2) e L, I, ez NI NNTUAD c), d), ) aziiin
sedulama/mansznuauan e 5

L x1=HIGH (3) x LOW (1)=3 x |

L x NI = HIGH (3) x MEDIUM (2) =3 x 2

h) #1en L x T uay L x NI NNTUAE% 2) Urztdin
5zé‘umméﬁﬁrymwLﬁlmﬁawﬁuwammumaﬁqiﬁa
(RISK) u,amé'al,ﬁuwans:wuwmgiﬁa (RISK+) 6113
ms’m'ﬁ 6

RISK =L xI=3 x 1 =Medium

RISK+=L x NI =3 x 2 =High
FIhusTaUAlY L%"udﬂ'amﬁ'uwammuqiﬁa}
(RISK) #a MEDIUM LL&:%ﬁdLﬁﬁJg‘;ﬁﬁ] (RISK+) fg
HIGH

ASI a s 1
M990 10 HaN1IUTZLABIZAUNANIENUADIZUY
/138 UNA Hospital B

Asset Vulnerability LxI| Risk [LxNI| Risk+

Web Server Uses Plain

Website | Text Authentication 2x1| Low [2x2]| Med
Forms

HIS SMB Signing Disabled | 3 x 1 | Med |3x2| High
MS12-020:
Vulnerabilities in

PACS Remote Desktop Could | 3 x 3 | Critical | 3 x 3 | Critical

Allow Remote Code
Execution

Terminal Services

LIS Encryption Level is 3x1| Med |3x2| High
Medium or Low
MS09-050: Microsoft

His-DB | Windows SMB2 | 3 5 | Critical | 3 x 3 | Critical

Smb2Validate

ProviderCallback

A15799 10 WHan1TUTLAUIZAUNANITENUA 8Tz U
f3auLne Hospital B (da)

Asset Vulnerability CVSS L I |BI|NI
Web Server CVSS2#
.. | Uses Plain Text AV:N/AC:H/
Website Authentication Au:N/C:P/ 4.442.574 4 1329
Forms I:N/A:N
CVSS2#
SMB Signing AV:N/AC:L/
HIS | Disabled AuNCNy | 0 P S BT
I:P/A:N
MS12-020:
Vulnerabilities CVSS2#
in Remote AV:N/AC:M/
PACS Desktop Could Au:N/C:C/ 77319 165775
Allow Remote I.C/A:C
Code Execution
Terminal Services CVSS2#
Encryption Level | AV:N/AC:M/
LIS is Medium or Au:N/C:P/ 7.732.574 5.5 |4.04
Low IN/A:N
Microsoht css2
HIS-DB| Windows SMB2 | AVNACMI T g | 1 51 5
. Au:N/C:P/
Smb2 Validate IN/AN
ProviderCallback : ’

08197 4 Website (Hospital B) di¢in
CVSS2#AV:N/AC:H/Au:N/C:P/I:N/A:N
a) MWIAINANszNY (Imp) auauns (1)
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Imp = 10.41%(1-(1-C[P])*(1-I[N])*(1-A[N]))

Imp = 10.41%(1-(1-0.275)*(1-0)*(1-0)) = 2.86

b) fwrmuenlana (Lik) :nauns (2)

Lik = 20* AV[N]*AC[H]*Au[N]

Lik =20* 1*¥0.35%0.704 = 4.93

¢) Yiudwansznuluad (NImp) awanns (3)

NImp = Norm(Lik) = 9*(X,)/X,

NImp =9*2.86/10 =2.574
é’aﬁ?umﬂnmuwammu (Impact) 1 fn2.574

d) Ysudrlamalund (NLik) aagums (4)

NLik = Norm(Lik) = 9*(X,)/X,

NLik = 9%4.93/10 = 4.44
U A LUMHAN ML (Likelihood) L fia 4.44

e) FNANIzNUNIIT3N (BI) MeNTA 7

BI=3.5

f) fnwrdnansznulud (NI) AN (7)

NI = Average (I, BI)

NI = Average (2.574, 4) =3.29
Faruenazuuunansznulng NI fie 3.29

g) e L, I, waz NI NNTUAD c), d), ) aztiin
seauloma/mansznuauasf 5

L x I =MEDIUM (2) x LOW (1) =2 x 1

L x NI = MEDIUM (2) x MEDIUM (2) =2 x 2

h) #en L x T uay L x NI MNIUADL g) Uretdin
izﬁﬂﬂaﬁuéwﬁmﬂuﬁuL’éﬂdﬁamﬁwammumuﬁqiﬁa
(RISK) LazHas Lﬂ'manszwumaﬁﬁa (RISK+) en3l
3197 6

RISK =L xI=2x1=Low

RISK+=L x NI =2 x 2 =Medium
é’aﬁ?m:é’ummL%imﬁaul,ﬁmaﬂ‘i:wuqsﬁa} (RISK)
fa LOW Laziad Lﬁlllﬁqiﬁﬁ] (RISK+) fia MEDIUM

4.2 agﬂwamiﬂﬂaauﬂi:tﬁu
wudﬁﬁamﬁuﬂa%’ﬂNaﬂszﬂugiﬁwaamsaumﬁ
WUITAIWTINRITRULNANS 2 LTINE1UI8 R wisd bk

Hosp A Security Risk Rating
2(()Zrmcal HIS APP
HIS DB
note High LIS
PACS
s \V ebSite/ WebApp
Low edium
INTRANET

gﬂ‘ﬁl 4 Security Risk Rating Hospital A

Hosp B Security Risk Rating

HIS APP

Critical
30

HIS DB

LIS

e Pacs

s WebSite/ WebApp

gﬂﬁl 5 Security Risk Rating Hospital B

Hosp A Security Risk+ Rating

Critical

HIS APP

HIS DB

PACS

s \V ebSite/ WebApp

INTRANET

zﬂﬁ 6 Security Risk+ Rating Hospital A

Hosp A Security Risk+ Rating
Critical ===HIS APP
30

e HIS DB
LIS

e PCS

e W ebSite/ WebApp

gﬂ‘ﬁl 7 Security Risk+ Rating Hospital B

xﬁum’mlﬁmaQIus:ﬁuﬂﬂuﬂaWG LAY ANNTIRE

nalsanenuia A uaz B fuwilduanudosarlu
@ A o A =

FLAUFI TIUFAIAIIUN 4 D9 7
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5. 71
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ALY LLa:m‘nNLquﬂ%'uﬂ‘gaszuummﬁ"um
RIFWNAVEILTINGILIE N TNAFaUU T
nsdnEnT 2 us dnelueaUss uanuidssana
sunstasassluszuuasawna laglwnianau
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nanIUeiuilszauanuiissnnuiuaslaaasis
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